Employee/Retiree Privacy Notice

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION. PLEASE REVIEW IT CAREFULLY.

Background: The Health Insurance Portability and Accountability Act of 1996 (HIPAA) requires health plans to notify
plan participants and beneficiaries about its policies and practices to protect the confidentiality of their health information.
This document is intended to satisfy HIPAA's notice requirement with respect to all health information created, received,
or maintained by the Office of State Health Benefits Programs of the Department of Human Resource Management, and
the agents acting on its behalf, as the group health plan (the "Plan™), sponsored by the Commonwealth of Virginia (the
“Commonwealth”).

The Plan needs to create, receive, and maintain records that contain health information about you to administer the Plan
and provide you with health care benefits. This notice describes the Plan's health information privacy policy with respect
to your health plan including Medical, Prescription Drug, Dental, Vision and Health Care Flexible Reimbursement
Account (FRA) benefits. The notice tells you the ways the Plan may use and disclose health information about you,
describes your rights, and the obligations the Plan has regarding the use and disclosure of your health information.
However, it does not address the health information policies or practices of your health care providers.



for fraud and abuse detection. The Plan may also combine health information about many Plan participants and
disclose it to employees working under the Secretaries of Administration and Finance, and members of the
General Assembly of Virginia in summary fashion so they can decide what coverages the Plan should provide.
The Plan will remove information that identifies you from health information disclosed to these individuals so it
may be used without these individuals learning who the specific participants are.

To The Commonwealth of Virginia. The Plan may disclose your PHI to designated Department of Human
Resource Management personnel so they can carry out their Plan-related administrative functions, including the
uses and disclosures described in this notice. Such disclosures will be made only to the Department of Human
Resource Management’s Director and/or members of the Office of Health Benefits. These individuals will
protect the privacy of your health information and ensure it is used only as described in this notice or as
permitted by law. Unless authorized by you in writing, your health information: (1) may not be disclosed by the
Plan to any other Commonwealth employee or department and (2) will not be used by the Commonwealth for
any employment-related actions and decisions or in connection with any other employee benefit plan sponsored
by the Commonwealth of Virginia.

To a Business Associate.



Public Health Risks. The Plan may disclose health information about you for public health activities. These
activities include preventing or controlling disease, injury or disability; reporting births and deaths; reporting child
abuse or neglect; or reporting reactions to medication or problems with medical products or to notify people of
recalls of products they have been using.

Health Oversight Activities. The Plan may disclose your PHI to a health oversight agency for audits,
investigations, inspections, and licensure necessary for the government to monitor the health care system and
government programs.

Research. Under certain circumstances, the Plan may use and disclose your PHI for medical research
purposes.

National Security, Intelligence Acti



payment for your care, like a family member or friend. For example, you could ask that the Plan not use or disclose
information about a surgery you had.

To request restrictions, make your request in writing to the Plan Administrator. You must advise us: (1) what
information you want to limit; (2) whether you want to limit the Plan's use, disclosure, or both; and (3) to whom
you want the limit(s) to apply.

Note: The Plan is not required to agree to your request.

Right to Request Confidential Communications. You have the right to request that the Plan communicate
with you about health matters in a certain way or at a certain location. For example, you can ask that the Plan
send you explanation of benefits (EOB) forms about your benefit claims to a specified address.

To request confidential communications, make your request in writing to the Plan Administrator. The Plan will
make every attempt to accommaodate all reasonable requests. Your request must specify how or where you wish
to be contacted.

Right to a Paper Copy of this Notice. You have the right to a paper copy of this notice. You may write to the
Plan Administrator to request a written copy of this notice at any time.

Changes to this Notice

The Plan reserves the right to change this notice at any time and to make the revised or changed notice effective for health
information the Plan already has about you, as well as any information the Plan receives in the future. The Plan will
provide a copy of the current notice to be posted in the Benefits Office of each Agency of the Commonwealth at all times.

Complaints



